Windows Serwer 2008 R2

Modut 7. Monitoring ruchu sieciowego

e System




Microsoft Network Monitor

* Microsoft Network Monitor to bezptatne, zaawansowane narzedzie dla
administratorow sieci stuzace do przechwytywania i analizy ruchu sieciowego.

* Aby praca z duzg iloscig danych byta fatwiejsza program zawiera kilkadziesiagt
wbudowanych filtréw (a takze mozliwos¢ definiowania wtasnych) dzieki
ktérym mozna zawezi¢ dane do analizy.

Microsoft Network Monitor 3.4 (archive)

Language: English Download

Network Monitor 3.4 is the archive versioned tool for network traffic capture and
protocol analysis. Download Microsoft Message Analyzer for updated parser support.
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* https://www.microsoft.com/en-us/download/details.aspx?id=4865



https://www.microsoft.com/en-us/download/details.aspx?id=4865

Microsoft Network Monitor

W2008R2 [Running] - Oracle VM VirtualBox = B

File Machine View Input Devices Help

3 Microsoft Network Monitor 3.4 ==l ]
File Wiew Toeols Help

| New Capture * Open Capture w3 Parser Profiles ~ 2] Options @)HowDol ~
(s Start Page |lqg F'arsersl
Recent Captures Getting Started with Microsoft Network x

Create:  MNew capture tab Welcome to

Oper: Tutaj rozpoczynamy Microsoft Network Monitor
nowa sesje monitoringu 3.4

Microsoft Network Monitor is a tool for viewing the
contents of network packets that are being sent and
received over a live network connection or from a
previously captured data file. It provides filtering
options for complex analysis of netwaork data.

What's New
+ User Interface Refresh: The Network Monitor
UI has evolved. New features have been

E added and previously hard-to-find features

“F Properties P-Mode ave been made more readily available.

%0 Proper 5 h b d dil labl
Friendly Name | Description | Pv4 Address | + Parser Configuration Management:
[ Intranet Karta Intel(R) PRO/1000 MT Desktop Adapter #2  172.16.100.1 Parsers are now installed with profiles that
[ isatap. {8C381DCE-FAEF-4A79-B0AD-F58TESBE7FAB}  Karta Microsoft ISATAP #2 Mone allow you to easily switch between parser
[ isatap. [A83118C8-DA09-47E3-A1C2-74A 263803856} Karta Microsoft ISATAP None configurations with the Parser Profiles
O rosweaneH WAN Minipart None toolbar button. These configurations are
O Pofaczenie lokalne= 4 Teredo Tunneling Pseudo-Interface None '

also cached, removing the need to
recompile when you switch between them.
+ Column Management: Network Monitor
will automatically choose a column layout
based on the type of file being opened.
This column layout is applied to the Frame
Summary Window. This layout can be

i 5 modified and saved for future use. In ,Il

Version 3.4.2350.0

e [ R 1L 2) e E g

©) &P @ 0= @ 3 @ (3] right control

O sie¢ Internet Karta Intel(R) PRO,/1000 MT Desktop Adapter 192.168.0,100
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* Wybieramy interfejs, ktory bedziemy monitorowac: , Intranet”




Microsoft Network Monitor

W2008R2 [Running] - Oracle VM VirtualBox = B

File Machine View Input Devices Help
(& Microsoft Network Monitor 3.4 =181l

File Edit View Frames Capture Fiter Experts Tools Help

New Capture > Open Capture Save As ¢ Capture Settings P Start 0] Pause (4 Stop ar Layout = -3 Parser Profiles ~ 2J Options &) HowDol »
ct =E
—
@ Capture1 | @2 Start F‘agel e Parsersl
L3l Display Filter
{_apply % Remove | ) History ~ 7, Load Filter ~ N7 Save Filter 2 Clear Text

D
All Traffic
My Traffic
] <Unknown>
Other Traffic
] <Unknown:>

E

_}' Fnd - 4 4 3 Autoscroll ?& Color Rules @ﬁ Aliases ~ Columns ~
Frame Number I Time Date Local Adjusted I Time Offset I Process Name I Source I Destination I Protocol Mame I Description -
1 23:01:17 2016-02-20 5.4571635 MetmonFilter  MetmonFilter:Updated Capture Filter
2 23:01:17 2016-02-20 5.4971635 MNetworkInfoEx MetworkInfoEx:Network info for , Me
3 23:01:17 2016-02-20 5.4971635 192,168.0.1 239,255,255,250 S5DP 55DP:Request, NOTIFY * —
4 23:01:17 2016-02-20 5.6006435 192,168.0.1 239,255,255,250 S5DP 55DP:Request, NOTIFY * Q‘
5 23:01:17 2016-02-20 5.7043599 192.158.0.1 239,255,255.250 S5DP S5DP:Reguest, NOTIFY = >
] 23:01:17 2016-02-20 5.8088133 192.158.0.1 239,255,255.250 S5DP S5DP:Request, NOTIFY = g
7 23:01:17 2016-02-20 5.9135112 192,168.0.1 239,255,255,250 S5DP S5DP:Request, NOTIFY * ©
3 23:01:138 2016-02-20 6.0169373 192,168.0.1 239,255.255,250 55DP 55DP:Request, NOTIFY * —
9 23:01:18 2016-02-20 6.1227130 192,168.0.1 239,255.255,250 55DP S5DP:Request, NOTIFY * 8
10 23:01:18 2016-02-20 6.2247395 192,168.0.1 239,255,255,250 S5DP S55DP:Request, NOTIFY * .
11 23:01:18 2016-02-20 6.3287071 192,168.0.1 239,255,255,250 S5DP 55DP:Request, NOTIFY * S
12 23:01:18 2016-02-20 6.4341714 192.158.0.1 239,255,255.250 S5DP S5DP:Reguest, NOTIFY = ;
13 23:01:18 2016-02-20 6.5366123 192.158.0.1 239,255,255.250 S5DP S5DP:Request, NOTIFY = ;
14 23:01:18 2016-02-20 6.6405709 192.158.0.1 239,255,255.250 S5DP S5DP:Request, NOTIFY = —_—
15 23:01:18 2016-02-20 6.7446528 192,168.0.1 239,255,255,250 55DP 55DP:Request, NOTIFY * ©
16 23:01:30 2016-02-20 18.0452773 192,168.0.100  239,255,255,.250 IGMP IGMP:IGMPv 2 Membership REDort_ILI I ‘o
| | L4 o
1% Decode s Width v|Prot Off: Frame Off: dg?
0000 =
P

Parsed: 32 -@; Displayed: 33 Dropped: 0 Captured: 34 Pending: 0 Focused: Selected:

e & & WP B

)P @ 0= @ G @ (3 right control

* Rozpoczynamy przechwytywanie - Start




Microsoft Network Monitor

W2008R2 [Running] - Oracle VM VirtualBox = B

File Machine View Input Devices Help
(& Microsoft Network Monitor 3.4 =181l

File Edit WView Frames Capture Fiter Experts Tools Help

| New Capture * Open Capture ESa\re As | f Capture Settings P Start (I Pause | [ Stop 54" Layout « 3 Parser Profiles = =] Options @) HowDol ~
@ Capture |@ Start F‘agel iy Parsersl
Network Conversat Ll Display Filter x
B Al Traffic

f-ﬁ Apply i, Remove |\6Hishoryv\zLoadHIber - “\7j Save Filter (/. Clear Text
My Traffic
:<Unknown> ProtocolName == "ICME"

] svchost.exe (1468)
] dns.exe (1488)
] Isass.exe (476)
T system (4)

M Other Traffic

+- ] <Unknown>

Frame Summary - Protocollame TCMP" x

1.7 svchost.exe (1468) ChFind - & 4 3 Autosol 37 Color Rules A8, Aliases ~ EE Columns -
Frame Number I Time Date Local Adjusted I Time Offset I Process Name I Source | Destination | Protocol Name I Description
31 23:31:23 2016-02-20 15.34019386 SMREF 224.0.0.1 ICMP ICMP:Echo Request Message, Fr
389 23:31:45 2016-02-20 37.5508240 SMREF 172.16.100.1 ICMP ICMP:Echo Request Message, Fr
370 23:31:45 2016-02-20 37.5508513 172,16.100.1 SMREF ICMP ICMP:Echo Reply Message, From
527 2313437 2016-02-20 208, 7021448 SMREF 224.0.0.1 ICMP ICMP:Echo Reguest Message, Fr
574 23:39:37 2016-02-20 508.7029778 SMREF 224.0.0.1 ICMP ICMP:Echo Reguest Message, Fr

g éu
Frame Details

Frame: Number = 31, Captured Frame Length = 74, MediaType = ETHERNET

Ethernet: Etype = Internet IP (IPv4),Destinationfddress:[01-00-5E-00-00-01], Sourcelhddress: [08-00-27
Ipv4: Sre = 172.16.100.100, Dest = 224.0.0.1, Next Protocol = ICMP, Packet ID = £294, Total IP Leng
[GE Tomp: 172.16.100.100 To 22
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Echo Request Message, From

Version 3.4.2350.0 [ pisplayed: 5 Dropped: 0 Captured: 535 Pending: 0 Focused: 31 Selected: 1

v % & WP R

©) &P @ 0= @ 3 @ (3] right control

* Po zaznaczeniu wybranego pakietu mamy dostep do okna szczegdtow ramki




Proces pozyskiwania dzierzawy

18

Klient, ktory potrzebuje adresu IP, wysyta wiadomos¢ DHCP Discover,
ktora jest wiadomosciag typu broadcast, na adres 255.255.255.255

z docelowym adresem MAC FF-FF-FF-FF-FF-FF. Te wiadomos¢ DHCP
otrzymajg wszystkie hosty w sieci, ale tylko serwer DHCP na nig
odpowie.

Serwer DHCP wysyta w odpowiedzi wiadomos¢é DHCP Offer proponujac
klientowi adres IP.

Host odpowiada serwerowi wiadomosciag DHCP Request pytajac o
mozliwos¢ wykorzystania proponowanego adresu IP.

Serwer wysytfa potwierdzenie wiadomoscig DHCP Acknowledgment.

Klient DHCP Serwer DHCP

DHCP Discover —>

—

DHCP Offer

DHCP Request —>

DHCP Acknowledge




Microsoft Network Monitor

W2008R2 [Running] - Oracle VM VirtualBox = B

File Machine View Input Devices Help

3 Microsoft Network Monitor 3. o
5 Mi ft Network Monitor 3.4 7| X
File Edit View Frames Capture Fiter Experts Tools Help
| New Capture * Open Capture E Save As | f Capture Settings P Start (I Pause [ Stop 50" Layout = 3 Parser Profiles = =] Options ©)HowDol ~
@ Capture1 | @2 Start F‘agel e Parsersl
Network Conversati .| Display Filter x
B Al Traffic - ¥_apply i Remove | & History + "7, Load Filter ~ N7 Save Filter 2 Clear Text
My Traffic

] <Unknown ProtocolName == "DHCP"
] svchost.exe (1468)
] dns.exe (1438)
] Isass.exe (476)
T system (4)
03ﬂ’1e<rJr::ﬁc . Frame Summary - Protocollame == "DHCP"

nknown

T svchost.exe (1468) || Find - & [3 Autoscrol 2 Color Rules 8, Aliases ~

Columns -

Time UFF.;etI Process Mame I Source I Destination I Protocol Name I Description
15.3267786 svchost.exe 0.0.0.0 255.255.255.255 DHCP DHCP:Request, MsgType = DISCOVER, TransactionID = OxSDOCETES
15.3270527 svchost.exe — 172,16.100.1 255.255.255.255 DHCP DHCP:Reply, MsgType = OFFER, TransactionID = Ox5SD0CETE4
15.3275535 svchost.exe 0.0.0.0 255,255,255.255 DHCP DHCP: Request MsgType = REQUEST, TransachonID 0x5DOCETES oY
15,3340983 svchost.exe  172.16.100.1 255,255,265,255  DHCP T 5
60.9541189 SMREF 172.16.100.1 DHCP 5 onlD IC: I >
60.9545609 svchost.exe 172.16.100.1 SMREF DHCP DHCP Reply, MsgType = ACK TransachonID = Ox3DC4CEBS 8
©
=
©
o
3
3
3
©
‘©
Kl L] o o
Frame Details * (%
Frame: Number = 435, Captured Frame Length = 350, MediaType = ETHERNET 5
Ethernet: Etype = Internet IP (IPv4),DestinationfAddress:[08-00-27-0E-EC-A&], Sourcehddress: [0B-00-27 8
Ipv4: Src = 172.16.100.100, Dest = 172.16.100.1, Mext Protocol = UDF, Packet ID = 238, Total IP Lemn §

Udp: SrcPort = BOOTP client (68), DstPort = BOOTP server (67), Length = 316
Dhcp: Request, MsgType = REQUEST, TransactionID = 0x3DC4CEE6

Version 3.4.2350.0 [ Displayed: 6 Dropped: 0 Captured: 431 Pending: 0 Focused: 435 Selected: 1

EH %'5 &y Ej!"@ j 2l W reons ™

)P @ 0= @ G @ (3 right control

Obserwujemy ruch DHCP




Microsoft Message Analyzer

* Message Analyzer to nastepca Network Monitor 3.X - ale to nie tylko snifer
warstwy sieciowej, pozwala on réwniez analizowac¢ informacje systemowe,
wydarzenia i logi systemowe.

* Aplikacja umozliwia takze importowanie, taczenie i analize danych
pochodzacych z logow Windows oraz plikdw sledzenia, a takze biezgce
monitorowanie nowych wiadomosci.

Microsoft Message Analyzer

Language: English Download

Message Analyzer enables you to capture, display, and analyze protocol messaging
traffic; and to trace and assess system events and other messages from Windows
components.
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* https://www.microsoft.com/en-us/download/details.aspx?id=44226
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Microsoft Message Analyzer

TechMet Products - IT Resources -

B® Microsoft

TechNet

Home Library Wiki Learn

¥ TechMet Library

b Other Microsoft Products and
Technologies

P Interoperability and Migration

b Microsoft Message Analyzer
Operating Guide

4 Getting Started with Message
Analyzer

Installing and Upgrading
Message Analyzer

Message Analyzer Feature
Summary

Cuick Session Startup
! Technology Tutorials

Message Analyzer Startup
Options

Setting Message Analyzer
Global Options

Accessibility
Procedures: Quick Start

Downloads - Training - Support =

United States (English)  Sign in

Search TechMet with Bing m

Gallery Downloads Support Forums Blogs

Export 1) | Print |

Getting Started with Message Analyzer

Message Analyzer takes new approaches to capturing, displaying, and analyzing message traffic, making it vastly different
than other tocls you may have used, Before you begin using Message Analyzer to capture live messages or retrieve data
from saved message files and logs, you should familiarize yourself with its technologies and features. To advance your
understanding of Message Analyzer and to get started quickly with its features, you are strongly advised to at least examine
the feature summary and review the Message Analyzer Tutorial that are each described in this section. After doing so, you
should give Message Analyzer a try by performing the Quick Starf Procedures indicatad below.

In This Section

Installing and Upgrading Message Analyzer — learn how to install and upgrade Message Analyzer, in addition to
presenving user-created assets from an existing Message Analyzer installation.

Message Analyzer Feature Summary — review a feature summary and get an overview of Message Analyzer capabilities
and functions.

Quick Session Startup — discover how you can very guickly acquire input data for Message Analyzer with as little as 2
single click.

Technology Tutorials — learn about Message Analyzer concepts, usage features, and the technologies on which they are
built, for example, the underlying PEF architecture and ETW framework that support Message Analyzer operations.

Message Analyzer Startup Options — review various metheds for launching Message Analyzer.

» https://technet.microsoft.com/en-us/library/jj819359.aspx
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https://technet.microsoft.com/en-us/library/jj819359.aspx

Microsoft Message Analyzer

File Machine View Input Devices Help
@ Administrator: Microsoft Message Analyzer

File Session Tools  Help

Hew Session EFavor’rte Scenarios ¥ .0 Open | Save | % New Viewsr ~ .+ Edit Session | T shift Time | =[ Aliases ¥ | @New Union

View Filter
W Apply '.R.EI'TIG‘\!'E|V <

_ =g I - . Entar 3 filter expression, such as:
E New Session } Start Local Trace /7 Open _JN] Discussion/Voti... tcp,port=—G0
“agbress==102.168.1.1

Blog
Session Explorer

Recent Files Favorite Scenarios Edit Favorites  News

Local Network Interfaces (Win 8 and earlier) Blog: Using PowerShell for T
Capture local Link Layer traffic from NDIS. QS: Wi_.. Learn how to use PowerShell to
Loopback and Unencrypted IPSEC saving as a .matp file to open in
Captures above TPv4/IPv6 layer using Windows Flt_. Netlogon Parser Update for P
Pre-Encryption for HTTPS The Metlogon parser for Message
Capture HTTPS dient-side unencrypted traffic by us... Analyzer 1.3.1 and indudes man
P by the community, helped to provid
deploy Message Analyzer 1.3.1,1

parser and the "Netlogon Analysi

which is backwards compatible w

4 |

Massage Stack 1 X Details 1 X Field Data

}f|@ {“}l x|@ "".'l 7 ﬂ§| Enter search fext here.. P

Mame Value
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11 Field Data
{+7 Message Data 1 E] output
Session Total: 0 Available: 0 Truncated Session: Falss Parsing Level Build: 4.0.7551.0
s 23:58
|l @] P B e
@@ﬁ?ﬁlﬁ{ﬁ@mht&ntol




Microsoft Message Analyzer

File Machine View Input Devices Help
@ Administrator: Microsoft Message Analyzer
Session Tools  Help

New Session -~ Favorite Scenarios ¥ Open | Save | 0 New Viewer ¥ [} Editsession | [ 1 | SyshifcTime | =0aliases * | EF New Union

Ly Start Page ¥ 1 : Local Netwo View Filter

0 Add Columns  =# Color Rules mé', Find Message Eﬂ Go To Message % Layout ¥ [ Find In Grouping Viewer | Export ¥ SF Apply

Right click on any column header and select ‘Group’ fo create a grouping. % £nter 2 ﬁg ;offj s

iy MessageNumber ﬂ Timestamp “ TimeElapsed Source Destination Module Summary Tddness==190.1¢

[y 291 2916-92-21TP8:@3:54.8921696 @,8000767  172.16.100.18¢ 172.16.188.1 ICHP Echo Operation
[l 292 2916-92-21TP8:@3:55.8917828 @,0000611  172.16.100.18¢ 172.16.188.1 ICHP Echo Operation
[y 295 2916-92-21TEB!@3!56.4570001 192.168.8.1 239.255.255.258 SSDP Request, Method: NOTIFY, E Session Explorer X
[y 296 2916-92-21TP@:@3:56.5684258 192.168.8.1 239,255,255,258  SSDF Request, Method: NOTIFY, ! 4 ®7] Local Network I
[y 297 2916-92-21TP@:@3:56.6651851 192.168.8.1 239,255,255,258  SSDF Request, Method: NOTIFY,
[Ty 298 2916-92-21T8:83:56.7685064 192.168.8.1 239,255,255,258  SSDF Request, Method: NOTIFY, ! ®[H1: Analysis €
[y 299 2816-92-21TP8:83:56.8725516 192.168.8.1 235,255,255,258 SSDF Request, Method: NOTIFY,
[Tl 300 2816-92-21TP8:83:56.8918927 ©,8000792  172.16.1088.186¢ 172.16.188.1 ICHP Echo Operation
i 302 2816-92-21TB8:83:56.97674432 192.168.8.1 235,255,255,258 SSDF Request, Method: NOTIFY,
i 303 2816-92-21TB8:83:57 8864578 192.168.8.1 235,255,255,258 SSDF Request, Method: NOTIFY,
i 304 2916-92-21TB8:83:57. 1845696 192.168.8.1 238.255.255.258 SSDF Request, Method: NOTIFY,
iy 3es 2916-92-21T88:83:57. 2883400 192.168.8.1 239.255.255.258 SSDF Request, Method: NOTIFY,
iy 306 2916-92-21T88:83:57.3325899 192.168.8.1 239.255.255.258 SSDF Request, Method: NOTIFY,
Fldy 307 2916-92-21TE8:83:57 . 2366766 192.168.8.1 239.255,255,258 SSDF Request, Method: NOTIFY,
Fldy 302 2916-92-21TE8:83:57.6824271 192.168.8.1 239.255,255,258 SSDF Request, Method: NOTIFY,
Fldy 302 2916-92-21TE8:83:57.7845779 192.168.8.1 239.255,255,258 SSDF Request, Method: NOTIFY,
1| |

Massage Stack 1 X Details 1 X Field Data

f|ﬁ {“}l }f|@‘ ’2" ‘ﬂ{ "’J [‘ | Enter search fext here.. P

Mame Value
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&T1Feld Data
{+7 Message Data 1 E] output

Session Total: 41 Available: 25 Viewpoint: Default Truncated Session Parsing Level Build: 4.0.7551.0

el =Y [n & & B e

@@ﬁﬁlﬁ{ﬁ@mht&ntol




Microsoft Message Analyzer

File Machine View Input Devices Help
@ Administrator: Microsoft Message Analyzer
File  Session Tools  Help

(L) Mew Session =7 Favorite Scenarios ¥ 7 Open kel Save | % New Viewer ¥ [} Edit Session | [

5 Start Page ¥ 1 : Local Network_

| SyshifcTime | =0aliases * | EF New Union

View Filter

0 Add Columns  =# Color Rules mé', Find Message Eﬂ Go To Message % Layout ¥ [ Find In Grouping Viewer | Export ¥

Right click on any column header and select ‘Group' to creafe a grouping. X

iy MessageNumber ﬂ Timestamp “ TimeElapsed Source Destination
D& 291 2@16-92-21TO@:@3:54. 89316596 @,0808767 172.16.108.188 172.16.188.
D& 293 2816-92-21TB@:83: 8917818 @,0088611 172.16.108.188 172.16.188.
D& 288 2816-92-21T08:@3:56.8018927 @,0808792 172.16.1808.188 172.16.188.
D& 3le 221e-82-21T@@: 831578205026 2,0080582 172.16.100.12¢ 172.1c.18@.

£ D& 412 29le-82-21TEa:@5:29. 1208842 @,08234341% 172.16.1a0.108 212.77.
D& 413 29le-82-21Tee:@5:29.180821c  @,0247755 122.163.8.188  212.77.98.
D& 428 2916-82-21T88:85:38.8245874 2,0488199 172.16.180.188 212.77.53.
D& 421 20816-82-21T88:85:38.824615%  2,0487680 122.168.8.188  212.77.58.
D& 428 2@16-82-21T@8:85: 2335358  @,84168355 172.16.180.188 212.77.38.
D& 428 2@16-82-21T@8:85: 2335652 @,841571@ 122.1658.8.188  212.77.38.
D& 448 2@16-82-21Te8:85: 2333867 @,8412418 172.16.180.108 212.77.%8.
D& 441 2816-92-21T98:85: 9333445 @,8412823 192.168.8.188 7798,

1

Massage Stack 1 X Details 1

Module Summary

ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICMP
ICMP
ICHP
ICHP
ICHP
ICHP

,f| i {“‘}l?_On'gins f|@ 02l| v ¥ [}§| Enter search text here.. P

@412 ICMP 2| B Name Value
Echo Operation RegIdentifier 1 (@exeesl)

&412 “ICMP &41? - ICMP RegSegquenceNumber 42 (BxPa2A)

Echo operation
Echo operation

Echo Operation Session Explorer x

Echo Operation 4 ®7] Local Network T
Eche operation

Echo Operation ® [ 1 : Analysis ¢
Echo operation
Echo operation
Echo operation

Echo operation
Echo operation
Echo operation

J3 KT —

A Field Data

Echo Reguest Echo Reply ReqData gbcdefghijklmnopgrstuvwabocdefghi

ResIdentifier 1 (Bxe8sl)
ResSeguenceNumber 42 (8xe82A)

|

@412 1Pvd @a17 - IPvd
Mext Protocol: ICMB, P Mext Protecel: ICMP, Pa

& 412 : Ethernet 5417 - Ethernet

Type: Infemet 1P (1Pv4)  Type: Intemet IP (1Pve) x| &b #12: Echo Operation

Session Total: 311 Available: 12 Selected: 1 Vigwpoint: Default

ol & & o W[

-
3 11 Field Data

{+7 Message Data 1 E] output

Truncated Sessio Parsing Level Build: 4.0.7551.0

|8l e .
@@ﬁﬁlﬁ{ﬁ@mht&ntol
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Microsoft Message Analyzer

File Machine View Input Devices Help
@ Administrator: Microsoft Message Analyzer
File  Session Tools  Help

[Tl Mew Session 77 Favorite Scenarios 7 Open kel Save | % New Viewer ¥ [ EditSession | P 1l | SyshifcTime | =0aliases * | EF New Union

Ly Start Page ¥ 1 : Local Network View Filter

0 Add Columns  =# Color Rules mé', Find Message Eﬂ Go To Message % Layout ¥ [ Find In Grouping Viewer | Export ¥ SF Apply
Right click on any column header and select ‘Group' to creafe a grouping. X prce
iy MessageNumber ﬂ Timestamp “ TimeElapsed Source Destination Module Summary
iy s24 2816-62-21TE@:@7:12.2851026 ©,8000006  192.162.0.188  192.168.8.1 DHCF  DHCPReguest, OpCode: BootReguest,
iy s27 2816-62-21T6@:@7:18. 8865961 192.168.8.1 192.168.8.188  DHCF  DHCPACK, OpCode: BootReply, Trans
[ =20 2816-62-21T6@: 08122 . 6386517 172.16.18@.168 172.16.188.1 DHCP  DHCPRelease, OpCode: BootRequest, Session Explorer ®
% [ | 993 2916-02-21T09:88:41.4235288 2.9.8.8 255.255.255.255 DHCP  DHCPDIscover, Oplode: BOOTREQUEST  , || Local Network I
[y 994 2016-02-21T09:88:41.4239541  2,0000086  172.16.108.1 5.255.255.255 DHCPOffer, OpCode: BootReply, Tra
D& 997 2916-92-21T88:08:41.4842794 2.8.9.9 255,355,255, 255 DHCPReguest, OpCode: BootReguest, [ 1: Analysis €
[y 998 2916-02-21T69:88:41.4846502  2,8000085  172.16.108.1 5.255.255.255 DHCPACK, OpCode: BootReply, Trans
iy 1683 2916-62-21T09:88:44,7914892 172.16.18@.18@ 255,255.255,255 DHCPINForm, OpCode: BootReguest,
iy 1684 2816-82-21T68:88:44.7916237  2,8000085  172.16.188.1 5.255.255.255 DHCPACK, OpCode: BootReply, Trans

1

Massage Stack 1 X Details 1 X Field Data
» | i {“‘}l 1 Origin » | £ 02l| v ¥ [}§| Enter search text here.. P
#5993 : DHCP 2| % Name Value
DHCPDiscover, OpCede: BootRequest, TransiD: 0 opCode BootRequest(l) (8xe1) -
&993 - UDP Hardwaretype Ethernet {1emMb){1) {(@x8l} j
SrePort DHCPClient(53), DstPort: DHCPServer(67 HardwareAddressLength & (@x@6)

HopCount 2 (Bxea
#0993 1Pv4 o (exee)
Mext Protocol: UDE, Packet ID: 655, Total Length: 3 TransactionID 2493676363 (@xI4A2TB4B) -
bl

4
#5993 : Ethernet | |
Type: Internet 1P (1Pv4)

Processing Session Total: 1758 Available: 5 Selected: 1 Vigwpoint: Default Truncated Sessio Parsing Level Build: 4.0.7551.0
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11 Field Data

= & 993: DHCPDiscaver, OpCode: BootRequest, TransID: Ox34A27B4E {+7 Message Data 1 ] output




Wireshark

* Wireshark — sniffer bedgcy wolnym oprogramowaniem. Umozliwia
przechwytywanie i nagrywanie pakietow danych, a takze ich dekodowanie.

* Dzieki duzej ilosci plugindw potrafi rozpoznad i zdekodowac wiele protokotéw
komunikacyjnych. W gtéwnej mierze jest wykorzystywany przez
administratorow sieci, stuzby specjalne oraz hackerow do sledzenia pakietow.

Download Wireshark

The current stable release of Wireshark is 2.0.1.

Stable Release (2.0.1) « December 29, 20153

Old Stable Release (1.12.9) « December 29, 2015

Documentation

=
=}
gel
o
il
@
Q
3
3
2
©
@
(2
=
©
o
w
o
=
s

More downloads and documentation can be found on the downloads page.
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https://www.wireshark.org/#download

Wireshark

B W2008R2 [Running] - Oracle VM VirtualBox = B

File Machine View Input Devices Help

The Wireshark Network Analyzer [Wireshark 1.12.5 (v1.12.5-0-g5819%e5b from master-1.12)] - |E'|5|
Fle Edit Wiew Go Capture Analyze Statistics Telephony Tools Intermals Help

B BE X IEE

*| Expression... Clear Apply Save

]
L

N WAL UR

The World's Most Popular Network Protocol Analyzer

T
WIRESHARK  version 1.12.5 (v1.12.5-0-g5819e5b from master-1.12)

. Online |
.= Interface List = Open @ Website
I‘E_e,’l Live list of the capture interfaces Open 2 previoushy captured file Wisit the project’s website
{icounts incoming packets)

B Open Recent: %% User's Guide _
V| Start The Usar's Guide (Joczl varsion, # instzlled) Q
== Choose one or more interfaces to capture from, then Start Sample Capturm _g

E Intranet A rich assortment of example capture files on the wiki @ Security z
L Wark with Wireshark as securely 25 possible =
E sieC Internet o
. - 3
® Capture Options S
=" Gtart a captwre with detailed options =
©
©
o
3
10
(%)
Capture Help o
=
@ How to Capture
Step by step to 2 successful capture setup
Network Media
e Specific information for capturing on:
Ethemet, WLAN, ...
| Ready to load or capture [ Mo Packets | Profile: Default
= = e | 00:1%
f}smrt| %& = ‘ PL 2
E . | iy [ 0160221 =
) e @ 0 = @& [} & (#] riaht control




Wireshark

W2008R2 [Running] - Oracle VM VirtualBox = B

File Machine View Input Devices Help
The Wireshark Network Analyzer [Wireshark 1.12.5 (v1.12.5-0-g5819e5b from master-1.12)] - | =1 |5|
File Edit Wiew Go Capture Analyze GStatistics Telephony Tools [Internals  Help

codm BB A+ esnT LB

F|Iter:| j Expression.., Clear Apply  Save

I WL

The World's Most Popular Network Protocol Analyzer

_—
WIRESHARK  version 1.12.5 (v1.12.5-0-g5819e5b from master-1.12)
L Online

= Interface List Open @ Website
I‘@*I Live list of the capture interfaces ‘Open 2 previoushy captured file Wisit the project’s website
{lcounts incoming packets) |
Same as Capture/Interfaces menu or toolbar item
. Start pure " %4 User's Guide
d The User's Guide (locsl version, # instalied)
==\ Choos= one or more interfaces to capture from, then Start @ Sample Capturff-
@Lntranet A rich assortment of example capture files on the wiki @ Security
. Work with Wireshark 25 sequrely 25 possible
@ siec Internet

= Capture Options ol

=" Start a capnwe with detailed options

Device Description izl Packets Packetsfs
| intranet Karta Intel(R) PRO/1000 MT Desktop Adapter  172.16.100.1  © 0 Details |
I_ E‘ sie€ Internet  Karta Intel(R) PRO/1000 MT Desktop Adapter 192.168.0.100 32 ] Details |

Capture Help
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Help Start Stop Options | Close I

@ How to Capture

Stap by step 1o & successful capturs sstup

@ Network Media

Specific information for capturing on:
Ethernat, WLAN, ...

| Mo Packets | Profile: Default

f':s;artJ i by u:m_s]_"_ J Al [P L,

) EP & o = i {3 & @] Right Control




Wireshark

File Machine View Input Devices Help

File Edit WView Go Capture Analyze GStatistics Teiephon! Tools Intermals Help
xZlaesaTFi|aEaaaD @D m x| @

j Expression... Clear Apply Save
|Protocol |La'1q1.+| |1nFo

TOT oo o T o T Cazan a4 T

.4453040172.16.100. 239.255.255. 250 UDP 666 Source port: 60203 Dpestination port:

. 5306920172.16.100. 224.0.0.252 LLMNR 67 standard query Oxfee7 A VBOXSVR

. 3772630172.16.100. 239.255.255. 250 upp 666 Source port: 60203 Dpestination port:
.7341080172.16.100. 172.16.255.255 NBNS 92 Name query NB VBOXSVR<00>
L4839750172.16.100. 172.16.255.255 NENS 92 Name query NB VBOXSWR<00>

. 7183280 cadmusCo_Oe:ec: CadmusCo_48:11: ARP 42 who has 172.16.100.1007 Tell 172.16.100.1
. 7192190 cCadmusCo_48:11: CadmusCo_Oe:ec: ARP 60 172.16.100.100 s at 08:00:27:48:11:99
.2334740172.16.100.100 172.16.255. 255 NENS 92 Name query NB VBOXSVR<00>

.9916320 CadmusCo_48:11: Broadcast ARP who has 172.16.100.17 Tell 172.16.100.100
. 9916680 CadmusCo_Oe:ec: CadmusCo_48:11: ARP 42 172.16.100.1 is at 08:00:27:0e:ec:ab
.0018000172.16.100.100 172.16.255.255 NENS 92 Name query NE VBOXSVR<00>
L.7491100172.16.100.100 172.16.255.255 NBNS 92 Name query NB VBOXSVR<00>
.4991120172.16.100.100 172.16.255.255 NENS 92 Name query NB VBOXSWR<00>
.8194140172.16.100.100 172.16.255.255 NBNS 92 Name query NB WPAD<QO0>
.5610610172.16.100.100 172.16.255.255 NENS 92 Name query NB WPAD<O0>
.3120170172.16.100.100 172.16.255.255 NENS 92 Name query NB WPAD=QOQ>

Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface 0

Ethernet II, src: CadmusCo_48:11:99 (08:00:27:48:11:99), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

Internet Protocol Vversion 4, Ssrc: 172.16.100.100 (172.16.100.100), Dst: 255.255.255.255 (255.255.255.255)
User Datagram Protocol, src Port: 68 (68), Dst Port: 67 (67)

Bootstrap Protocol (Inform)

[ H E E H
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e @ |lr1tranet: <live capture in progress> File: C:\Users! | Packets: 54 - Displayed: 54 (100,0%:) | Profile: Default
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Wireshark

W2008R2 [Running] - Oracle VM VirtualBox = B

File Machine View Input Devices Help
/= Capturing from Intranet [Wireshark 1.12.5 (v1.12.5-0-g5819e5hb from master-1.12)] - | = |5|
Fle Edit Wiew Go Capture Analyze Statistics Telephony Tools Intermals Help

© @ X2Z|lAa¢es9TL|E QRQAQAD | @UM % H
Filter: Ibootp j Expression... Clear Apply  Save
Mo. |'I'||'|'|e |Sour0e |Desﬁnat’on |Protoco| |Lenq1.+| |1nFo
1 0.00000000172.16.100.100 255.255.255. 255 DHCP 342 DHCP Inform - Transaction ID Oxef7c3c7e
2 0.00077600172.16.100.1 255.255.255. 255 DHCP 342 DHCP ACK - Transaction ID Oxef7c3c7e
270 552.059302172.16.100.100 172.16.100.1 DHCP 342 DHCP Release - Transaction ID Oxfldf4286
289 560.783412 0.0.0. . 255 . Discover Transaction Oxc5ede6b2
290 560.783746172.16.100.1 255.255.255. 255 DHCP 344 DHCP offer - Transaction ID Oxchedetb2
291 560.7845260.0.0.0 255.255.255.255 DHCP 362 DHCP Request - Transaction ID OxcSede6b2
292 560.785749172.16.100.1 255.255.255. 255 DHCP 349 DHCP ACK - Transaction ID OxcSede6b2

Frame 289: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface 0
Ethernet II, src: CadmusCo_48:11:99 (08:00:27:48:11:99), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol version 4, src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255)
User Datagram Protocol, src Port: 68 (68), Dst Port: 67 (67)

Bootstrap Protocol (Discover)

[ H E E H

5
=}
gel
o
i
@©
2
3
3
3
i
©
o
2
©
o
w
o
=
=

o000 ff ff ff ff ff ¥ 0B 00 27 48 11 99 08 00 45 00 ........ "H....E.
0010 01 48 00 O1 OO0 OO 80 11 39 a5 00 00 00 OO ff ff JHooll L
0020 ff ff 00 44 00 43 01 34 dil cf 01 01 06 00 c5 ed P TR I
0030 e6 b2 00 OO 80 00 OO OO0 00 OO OO OD 00 OO0 00 00  ...iuwenr weevnnnn
0040 00 00 00 00 OO0 OO OB 00 27 48 11 99 00 00 00O OO0 ........ "Hovvvns
0050 00 00 00 00 00 00 00 00O OO0 00 00 00 00 00 00 00 ......0 wueinnnn
0060 00 00 00 00 OO0 00 00 00 OO0 00 00 00 00 00 00 00 ......00 wuvvnnnn LI

AATA A/ AR AAL A AN AN AN AN AR AN AN RN AN A0 AN nn

O M |lr1trar'|et: <live capture in progress> File: C:\Use... | Packets: 730 - Displayed: 7 (1,0%:) | Profile: Default

Frsn] el 1 |nlesls orm o,
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Wireshark

File Machine View Input Devices Help
Analizator Wireshark
Plik Edytuj Widok IdZ Przechwytuj Analizuj Statystyki Telefonia Bezprzewodowe Marzedzia Pomoc

ds JelirRrER =g oE[Elaaarn

(A Jicmp

Witaj w Wiresharku
Przechwytywanie

...UZywajac tego filtru: | Wpisz filtr przechwytywania ...

Intranet

sie¢ Internet. M-

i Uruchamiamy przechwytywanie pakietéw

Nauka
Podrecznik uzytkownika - Wiki - Pytaniaiodpowiedzi - Listy mailingowe
Wireshark uruchomiony 2.0.1 (v2.0.1-0-g5%a380 from master-2.0). Automatyczne aktualizacje sg wigczone.

|| Brak pakietéw || profi: Default

@ 7
ped | & & ) | M [nlel: or® o, -

@@ﬁ[ﬂﬁ@@mhmonw

* Wireshark — w nowej odstonie
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Wireshark

B W2008R2 [Running] - Oracle VM VirtualBox = B

File Machine View Input Devices Help

(& *Intranet 8] x|

Plkk Edytuyj Widok IdZ Przechwytuj Analizuj Statystyki Telefonia Begprzewodowe Marzedzia Pomoc

am el ERERe==F B=Z[=Eaqaan

[ [icmp <] -] wyrazenie... | +

No. I'I'lrne I Source | Destination | Protocol | Length | Info I

— 3 4.300026 172.16.180.188 172.16.188.1 ICMP 74 Echo (ping) request 1id=8x8001, seq=64/16384, tt1=128 (r..

: : i 74 Echo (ping) id=exeea1, 8 8

5 5.795583 172.16.180.10@ 172.16.18@.1 ICMP 74 Echo (ping) request id=8x8801, seq=65/16648, tt1=128 (r..
b6 5.795731 172.16.180.1 172.16.10@.108 ICMP 74 Echo (ping) reply id=-0x0@81, seq=65/16640, tt1=128 (r..
7 6.795386 172.16.180.188@ 172.16.18@.1 ICMP 74 Echo (ping) request 1id=8x8801, seq=-66/16896, tt1=128 (r..
8 6.795532 172.16.180.1 172.16.16@.168 ICMP 74 Echo (ping) reply id=0x0801, seq=66/16896, tt1=128 (r..
9 7.79721@ 172.16.180. 16 172.16.18@.1 ICMP 74 Echo (ping) request id=8x8801, seq=67/17152, tt1=128 (r..
1@ 7.797352 172.16.180.1 172.16.160@.168 ICMP 74 Echo (ping) reply id=0x0801, seq=67/17152, tt1=128 (r..

- Frame 4: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @

Ethernet II, Src: CadmusCo Be:ec:ab (B8:80:27:8e:ec:a6), Dst: CadmusCo 48:11:99 (08:80:27:48:11:99)
+- Internet Protocol Version 4, Src: 172.16.1688.1, Dst: 172.16.168.1080

#- Internet Control Message Protocol

0008 08 @@ 27 48 11 95 @8 0@ 27 ©e ec ab B8 00 45 @0 B 1 P E.
00168 8@ 3c 5c el 62 G2 30 91 ©0 0@ ac 1@ 64 81 ac 18 A P veaada
00268 64 64 00 0 55 1b @2 81 00 48 61 62 63 64 65 66 dd..U... .@abcdef
G058 67 68 69 6a 6b 6c 6d 6e 6f 78 71 72 73 74 75 76 ghijklmn opgrstuv
ge4e 77 81 62 63 64 65 66 67 68 €9 wabcdefg hi
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|| Pakietow: 56 - Wyswietlanych: 8 (14.3%) || Profil: Default
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Wireshark

B W2008R2 [Running] - Oracle VM VirtualBox = B
File Machine View Input Devices Help
== x|
Plkk Edytuyj Widok IdZ Przechwytuj Analizuj Statystyki Telefonia Begprzewodowe Marzedzia Pomoc
o= XERe==q05Elaaan
[M [ bootp ] ~| wyrazenie... | +
Mo. Time Source Destination Protocol | Length | Info
B.e6686 86 . 166 Ba P P Release B
55 17.192785 8.8.08.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID Bx9b8f5f@4
56 17.193879 172.16.180.1 255.255.255.255 DHCP 344 DHCP Offer - Transaction ID Bx9b8f5fB4
57 17.194627 0.8.8.8 255.255.255.255 DHCP 362 DHCP Request - Transaction ID Bx9b8f5fB4
58 17.195465 172.16.180.1 255.255.255.255 DHCP 349 DHCP ACK - Transaction ID Bx9b8f5fB4
o
=]
k5
#-Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface @ ©
Ethernet II, Src: CadmusCo 48:11:99 (88:80:27:48:11:99), Dst: CadmusCo Be:ec:ab (08:80:27:Be:ec:ab) g
Internet Protocol Version 4, Src: 172.16.180.186, Dst: 172.16.16@8.1 s
User Datagram Protocol, Src Port: 68 (68), Dst Port: 67 (67) s
- Bootstrap Protocol (Release) 2
©
g
0000 08 80 27 @e ec ab 08 00 27 48 11 99 08 @0 45 00 e ‘H....E. =] 2
0018 01 48 €1 2 6@ 00 80 11 17 2d ac 10 64 64 ac 10 Hooonn -..dd. -g
0020 64 @1 0@ 44 6@ 43 @1 34 Sb el 01 01 66 00 c6 bb  d..D.C.4 ........ o
BB568  dl 36 B0 00 0@ 6@ ac 1@ B4 64 B0 60 B0 00 @8 PO B dd...... 5
G046 PO 0P B0 00 00 0O 83 Be 27 48 11 99 6P BO €@ B8  ........ Hoovnn
B850 06 00 bO 00 02 00 B2 08 00 0D B0 0D BO BB BB BB ........ ...
G050 0@ 00 PO ©0 02 00 B0 0@ 0O OD OO 0D PO BB BB BB ........ ........ =
G870 06 00 PO ©0 02 00 60 0@ 0O ©OD OO 0D PO OB BB BB ........ ........
Q0560 P@ 00 P 60 0o OO 60 0@ 0O OO OO 00 BO @B BB BB ........ ........
G096 ©£6 00 PO 60 Do 00O B0 0@ 0O OD GO 0D PO @D BB BB ........ ........
G020 ©6 00 PO 60 Do OO B0 0@ 0O OD GO 0D BO @D BB BB ........ ........
Bobe  ©6 00 PO ©0 Do 00 B0 0@ 0O ©0 PO 0D PO @0 BB BB ........ ........ LI
O il || Pakietéw:%G'Wyéwieﬂanyd'l:ﬁ(l.z%)n Profil: Default
| 3 == o || o 00:59
[start J i‘% E — - ‘ J PL| Uy [0 1000 ®
) e @ 0 = @& [} & (#] riaht control




Wireshark - ¢wiczenia (mat. CISCO)

Uzywanie programu Wireshark do badania ruchu sieciowego
3.3.3.4 Lab - Using Wireshark to View Network Traffic

Wykorzystanie programu Wireshark do badania ramek Ethernet
5.1.4.3 Lab - Using Wireshark to Examine Ethernet Frames — ILM

Badanie protokotu ARP w wierszu polecen systemu Windows, wierszu polecen
|OS oraz w programie Wireshark

5.2.1.8 Lab - Observing ARP with the Windows CLI, 10S CLI, and Wireshark -
ILM

Uzytkowanie programu Wireshark do obserwacji mechanizmu uzgadniania
trojetapowego TCP
7.2.1.8 Lab - Using Wireshark to Observe the TCP 3-Way Handshake — ILM

Przechwytywanie i badanie datagramow DNS w programie Wireshark 7.2.3.5
Lab - Using Wireshark to Examine a UDP DNS Capture — ILM

Uzytkowanie programu Wireshark do przechwytywania danych pochodzgcych
z protokotu FTP i TFTP
7.2.4.3 Lab - Using Wireshark to Examine FTP and TFTP Captures - ILM
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Cain & Abel

* Aplikacja pozwala w stosunkowo tatwy sposob odzyskaé roznego rodzaju hasta
dzieki takim metodom jak podstuchiwanie sieci, crackowanie zaszyfrowanych
haset stosujgc stowniki, rejestrowanie potaczen VolP, dekodowanie
pomieszanych haset, odzyskiwanie kluczy sieci bezprzewodowych, wykrywanie
ukrytych haset czy analizowanie protokotéw.

L ] Iran D . I T

Home Projects Topics

0710412014

Cain & Abel v4.9.56 released

- Added Windows Vault Password Decoder.

- Added Windows 8 support in LSA Secret Dumper.

- Added Windows 8 support in Credential Manager Password Decoder.

- Added Windows 8 support in EditBox Revealer.

- Added ability to keep original extensions in fake certificates.

- Added support for Windows 8 RDP Client in APR-RDP sniffer filter.

- Winpcap library upgrade to version 4.1.3 (Windows 8 supported)

- Added Root Certificate Generator in Certificate Spoofing configuration page.

- Added experimental Certificate Injection feature to inject custom certificates into HTTPS/ProxyHTTPS responses directed to victim APR’s clients.
- Added Anticache option for APR-HTTPS/APR-ProxyHTTPS (touch "H-Modified-Since™ and "H-None-Match™ fields in HTTP headers from client).
- Added Anticompress option for APR-HTTPS/APR-ProxyHTTPS (touch "Accept-Encoding™ field in HTTP headers from client).

- Added Anticompress option for APR-IMAPS {touch "COMPRESS=DEFLATE" field in capabilities from server).

- Speed improvement in Certificate Collector.

- Speed improvement in APR engine.

- Speed improvement all APR-S5L sniffer filters.

- Added Automatic extraction of Subject Common Name {CMN) from server certificates to be used as hostname in APR-55L lists.
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http://www.oxid.it/index.html

linki

e https://www.microsoft.com/en-us/download/details.aspx?id=4865

https://www.microsoft.com/en-us/download/details.aspx?id=44226

https://technet.microsoft.com/en-us/library/jj819359.aspx

https://www.wireshark.org/#download
http://www.oxid.it/index.html
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https://www.microsoft.com/en-us/download/details.aspx?id=4865
https://www.microsoft.com/en-us/download/details.aspx?id=44226
https://technet.microsoft.com/en-us/library/jj819359.aspx
https://www.wireshark.org/#download
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